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Successfully building common
European data spaces, a matter

of compliance with the DGA and
the principles of Gaia-X. =
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Dawex at a glance: a European scale-up recognized worldwide for Siyee
its expertise and achievements in data exchange

Company profile

Founded in 2015

Offices: Paris, Lyon,
Montreal, Tokyo (2023)

Global reach
B | France & Europe [ |
e Japan
(2nd largest market)
= North America 1B
= Middle East =l

£ DAWEX

Recognized as a pioneer
and innovator

!?l 9 awards
o us, EU, ME

(NORLD Tech Pioneer at the

ForuM — World Economic Forum
Speaker in Davos

G7 Speaker at G7 Summit
“2A and other global events

......
.....
......
......

Group
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Customer references

in more than
15 strategic sectors

== rm L) o
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Retail Airports Infrastructure Geospatial

= o o

Automotive Mobility Real Estate Trading
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Culture Energy Agriculture Food
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k@ [osen | =il
Tourism Manufacturing Sf‘“a“ Banking




Data Exchange Platform

A custom-branded platform to distribute, source, commercialize data and
orchestrate data ecosystems

\\\\\\
~

marketx”"""
Incorporating a Data Exchange Governance

model: Control & Security, Traceability,
Licensing and Regulatory Compliance

Acthvity

Configurable with multiple settings based
on business and technology requirements

)
o—n

Supporting various data exchange business
models (subscription, transactional, free)
£ DAWEX

Fhl
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Data Exchange, a key pillar in Gaia-X initiative marketx”

. g . Data Ecosystems
Dawex involvement in Gaia-X

e Gaia-X Day-1 member

e Member of European project GXFS

(Gaia-X Federated Services)
DATA

e Leads Gaia-X Data Exchange Services Working Group ECH/ANCER Sttt

e Contributes to the Technical Working Group of the Data
Space Business Committee (DSBC) covering data spaces
such as Energy, Aeronautical and Smart Manufacturing

Dawex powered Gaia-X Lighthouse Projects

e Agdatahub, the leading agricultural data ecosystem,
selected by Gaia-X is one of the lighthouse projects

Infrastructure Ecosystems
% DAWEX Dawex Presentation - Gaia-X Market-X - March 14, 2023 5




Trusted data transaction is a key component
of the data value chain

4 pillars of trusted data transactions:

Technical Exchange, Licensing,
Business Model, Compliance

_ TRUST
Geolocation Data Data TRACEABILITY
data Analytics Visualization
¢ TRUSTED
Data Data Data Data
| : ., ate) — — DATA
ndduasttarlal acqws:tlon/' Stor:ge SUPPY  TRANSACTIONS Demand
Data Data
Business Lineage refinement COMPLIANCE
data i SECURITY

!

DATA EXCHANGE PLATFORM

External
processes

Dashboards

Data

—®  Analytics

Data
Science

Applications

£ DAWEX

An interoperable platform through

its interfaces with federated services for a

sovereign data value chain
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Business
Use cases

Unlimited

number of
data-driven
use cases

market-x

Ecosystems
of data
users

Core
Near
Distant

All sectors
and
geographies




Gaia-X Data Exchange Services Working Group

Lead: Dawex - CoLead: IDSA

Input

Gaia-X
architecture
document

Gaia-X
technical
specifications

£ DAWEX

Key activities

Data Exchange vocabulary
Data Exchange requirements for data value, trust and compliance
Data Exchange Interoperability

Licencing and Policies negotiation for personal and non-personal
data transaction

Data Transactions Traceability

Discoverability as the means to search and find one or more
datasets based on queries and filterings, including a common
means to declare and specify data ontologies, data vocabularies,
and data semantics.
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Deliverables

Data Exchange
specifications
document,
including high
level architecture
and key
requirements for
data value, trust
and compliance




Gaia-X Data Exchange Services

e Gaia-X Data Exchange Services
o  Collective results of the Data
Exchange Services Working Group,
leaded by Dawex, co-leaded by IDSA
m Definitions and vocabulary
Data Exchange Services
Conceptual model
Operating model
Control policies
of access and use
Ontologies

DAWEX

G GXFSv2 - Data Exchange

@ Project information
B Repository
Files
Commits
Branches
Tags
Contributors
Graph
Compare
Locked Files

O Issues

9 Merge requests
& cico

@ security & Compliance
( Deployments

6 Packages and registries
%@ Infrastructure

G Monitor

| Analytics

@ wiki

X snippets

© Settings

« Collapse sidebar

marketx’

0 & gitlab.com/gaia-x/technical-comm e e data-exc ¢ O W A A M +
SonarQube Linkedin Twitter iCloud Syntec Drive Colendar Mail Luc WSt Sitwarden ience  MyCloudEX2Uitra

a Exchange » Repository

2210 data-exchange [ specs /| dewg.md Find file Blame History Permalink

e Ref to Trust Framework for consent c0e130c0 [

Frédéric Bellaiche authored 1 month ago

v | me dewg.md [% 3214 kiB < j‘ Lock = Replace | Delete & B &

Data Exchange Services Specifications

Document Purpose

The purpose of the document is to specify specifications for Data Exchange Services, including high level architecture and key requirements for
data value, trust and compliance.

Definitions and Vocabulary

* Data: Any digital rep:

Data Catalog: A Data Catalogue presents a set of available Data and Data Products that can be queried

Data Consumer : A participant that receives data in the form of a Data Product. The data is used for query, analysis, reporting or any other

data processing.

Data Exchange Services : A set of services that provides features enabling a Data Exchange, such as and not limited to: policy negotiation

for access control and usage control, exchange traceability, service protocol negotiation, data access, data tiering, access enforcement,

usage enforcement. Note: Data Connector or Data Exchange Platform are two different of similar

Data Exchange service features.

Data License : A contract template which contains the constraints (terms and with the data included in the Data

Product. All the terms and conditions of the Data Usage Consent must be subsumed in the Data Licence for all data Included In the product

« Data Licensor : A natural or legal participant (not necessarily a Gaia-X participant) who own usage rights for some data. It can be a data
subject as per GDPR for personal data or a primary owner of non-personal data (i.e. not liable 1o GDPR).

* Data Producer : A natural or legal participant who fumishes data to a Data Provider.

* Data Product : A collection of one or more data that are packaged by the Data Provider and made ready for Data Exchange.

* Data Product Usage Contract : A legally binding agreement made by and between a Data Provider and a Data Consumer specifying the

of acts, facts or and any of such acts, facts or information.

Dawex Presentation - Gaia-X Market-X - March 14, 2023
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Conceptual Model

e Conceptual Model

Stakeholders

Data catalog

Data Products

Licenses, Terms & Conditions
Contracting

Logging and traceability
Trusted transactions
Consent / authorisation
Management

© O O O O O O o

£ DAWEX

; Trusted Agreement '
: Anchor

cememsesesabgQOSOT
i Data Licensor :
:

givelicenseRightsTo

isSignedBy
isNotarizedby

isCoSignedBy

legallyEnables

Data Usage Agreement DataUsage

isCoSignedBy

Data Provider

.'"" ﬁé.s;;vuu—:e.o,wnerr:
¢ Data Producer |

.I

.....

Data Product

isDescribedBy

provides

aryice omposnhan]

market-x

' Federator ‘

[ goeraled alalog ]
Federated Data Catalog <

isPublishedin

isinstanciatedTo

isCoSignedBy

Data License

isSub-licencedBy

A

......................

......................

Federation Service
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Data Consumer

.':{ Data Product Usage Contract

contains
Terms of Usage

isCoSignedBy

isRealizedBy

—
| Terms & Conditions

IsNotarizedBy (optional)

Data Product Usage Contract Store
(optional)

]‘,_

isRecordedIn (optional) DataT
— | Logging Service




Operational Model

e Operational Model

O

£ DAWEX

Operational translations of the
conceptual Model

Scenarios and workflows for data
exchange

Access controls and Usage controls
Consent / authorisation management

Lender())
as DataConsumer

market-x

Consent signanure &

swtsascn

Negociate, configure and sign DPUC, »
{inc. signed Consent for Barkf))

Check "Dashoard Service® Consent valdry

Chack “DasnBoars Senvice® Cor:

rsent valty

Ghack "LoanBrokering’ Consant valigty

1
FAeview the
Solect Crodi

various DPSD
it Ingstutions

Quary Catalog for appropriate Loan Services.

Negosiate. corfigurs and sign DPUC for Loan Prepesal ‘1

Nagocsate. conigure and sign DPUC for XX-preile Loan Reiated Data

lj Request Loan Proposal

Got XX-profie Lown Relsted Dats

i

1
1o 1 ranik
posais
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Gaia-X Publications

https://gaia-x.eu/mediatech/publications/

# Gaia-X Architecture Document -
DRAFT version d35b2559

e Gaia-X Reference Architecture
o Main technical document of the Gaia-X
ecosystem

e Gaia-X Trust Framework o .

Federation Services

o  The Trust Framework is of utmost The ol FeerationSevcs o

Ecosystams

importance for Gaia-X as it sets the rules r——

Infrastructure and Interconnection

that define the minimum baseline to be Pt Cotdogn

Identity and Access Mansgement

part of the Gaia-X Ecosystem ——

Gaia-X Federation Servies for Notarization
and Credontial starage

Portals and APIs

e Gaia-X Data Exchange Services
Specification
o  Specifies Data Exchange Services within
Gaia-X principles

Appendix

& Gitlab  «Previous Next »

i g gitle o achnicsl-committasiwhinc wn-doc et indetis 9t @ W @ A A +

7.6 Data Exchange services

Data Exchange in Gala-X is enabled by a set of data exchange services that are realized by each participant and
can be supported by the Federation.

market-x

Functional needs Comment

Identity & 5
Attributes Acommon identity schema and vocabulary for attributes based access.

Acommon set of protocol and data format, including Enterprise Integration
Data protocols

Patterns [EIP)
Policies
ot Acommon set of Domain Specific Language {DSL) to compute access rights and
negotiation and i licles
contracting ge po
Tr bilit Means to store and trace negotlation results with the capacity to log
— intermediate realisati ing an for transactions

Means to search and find one or more datasets based on queries and filterings,
Discoverability including a common means to declare and specify data ontologies, data
vacabularies, and data semantics

Each ecosystem s free to implement those functional needs as they see fit.
The Gaia-X Federation Services provides several tools to address those needs:

* averifiable credential wallet: Organisation Credential Manager (OCM), Personal Credential Manager
(PCM)

« palicy negociation and logging: Data Contract Transaction (DCT], Data Exchange Logging {DEL)

* acatalogue: Catalogue (CAT}

7.6.1 Capabilities for Exchange services

The following are essential capabilities for services and products exchange in the Data-Infrastructure

% DAWEX Dawex Presentation - Gaia-X Market-X - March 14, 2023
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Gaia-X Data Exchange Services Working Group G

Next Steps
e New Data Exchange Services version, schedule to be 23.04

e Roadmap for specification 23.04
o Topic 1: Consent Management

o Topic 2: Control Vocabulary
o Topic 3: Data resources / Data Catalog
o Topic 4: Contract Negotiation

o Topic 5: Consistency with other WGs (TC, Architecture, ICAM, DSBC) and
open standards / technologies (DCAT, ODRL, DID)

@ DAWEX Dawex Presentation - Gaia-X Market-X - March 14, 2023 12




Dawex initiator of a collaborative normative process
on Trusted Data Transactions

- CEN-CENELEC Workshop on Trusted Data Transactions

marketx "’

| _—+
U Reutat Co-proposers: @ DAWEX ~ Fraunhofer m
egulations data exchange technology
= ISST 7
. INTERNATIONAL DATA | | —
[ B \' Participants : #¢ Microsoft SPACH esIN 08 ©HubOne =DV
Reference Norms & . . .
Architectures L For digital ecosystems, trustworthiness is key to enable data exchanges between

<>
Salax stakeholders.
Objectives and scope

e Workshop open for e Establish terminology, describe key concepts and mechanisms in the field of
external participations data exchange to form a foundational understanding on which trusted data
e Open for Expressions transactions can be based
of Interest e |dentify attribute-based criteria for the decision-making grid that baselines
e Kicked-off in March how to create trust in data transactions.
2023 e Independent of any architectural choices or technical implementation.

e Can be used in all use cases where stakeholders need to establish trust for the
purpose of data exchange
@ DAWEX Dawex Presentation - Gaia-X Market-X - March 14, 2023




European regulations
create trust in data exchanges

Data exchange orchestrators’ compliance
has become a major imperative

ADOPTED & Focuses on data
Data PUBLISHED intermediation
Governance services providers
In application Extends the scope to
ACt Sept 24, non-personal data
2023
Focuses on data
PROPOSED accessibility, especially
by the loT data, fairness in
Data Act GO data exchanges,
Feb 2022 competition and
innovation
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A European data economy
that is rapidly becoming
structured

Only the solutions that
comply with these
regulations will be able to
operate
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A reference architecture for Data Exchange P S

Regulatory
Framework

Data Governance

Act,
Data Act

Technical
Framework

Compliance
Framework

Reference
Architecture

Labels

e A reference technical architecture is an

essential and mandatory component to
structure, extend and secure the data economy

Aligned with the objectives of the new
European regulations (DGA, DA) which aim to
improve data accessibility, strengthen trust in
data intermediaries, guarantee fairness and
promote the interoperability of data exchange

W ill allow the definition of labels for actors
involved in data exchange between
organizations, sectors and multiple
geographies

% DAWEX Dawex Presentation - Gaia-X Market-X - March 14, 2023 15
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Gaia-x Trust Framework integrated

market-x
into Dawex Data Exchange Platform solution

Exglore # Publication # Transactions

The Trust Framework is Gaia-X cornerstone.

Dashboard

. . o agdatahub R——
Verifiable Credentials (VC) are a standard for digital S
credentials, and form the basis of the GAIA-X Trust CSE— I Premcton
Framework. N
VCs ensure transparency, security and reliability - — S
within the GAIA-X digital ecosystem. I
Dawex Data Exchange Platform technology implements Vet Crdenis

VCs (for participants and data products) following the
specifications of GAIA-X (22.10)

% DAWEX Dawex Presentation - Gaia-X Market-X - March 14, 2023 16
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