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About this position paper

Regulatory context and technical relevance
This po si tion paper ex am ines the reg u la to ry frame work for de vel op ing and op er at ing
trust wor thy, in ter op er a ble and sov er eign data spaces in Europe and analy ses its sig nif i -
cance for Gaia-X. It fo cus es on eight key Eu ro pean legal acts: the Gen er al Data Pro tec tion
Reg u la tion (GDPR), the Data Gov er nance Act, the Data Act, eIDAS 2.0, NIS2, the Cyber
Re silience Act, the AI Act and the In ter op er a ble Europe Act.

Based on struc tured, AI-sup port ed re search and pre lim i -
nary as sess ment, the paper sys tem at i cal ly sets out the
ob jec tives, rel e vant stake hold ers and key re quire ments of
each legal act and as sess es their rel e vance for Gaia-X and
the Aus tri an data space con text. Par tic u lar em pha sis is
placed on link ing reg u la to ry re quire ments with tech ni cal
and or gan i sa tion al Gaia-X build ing blocks, es pe cial ly in the
areas of trust, iden ti ty man age ment, data sov er eign ty,
com pli ance, se cu ri ty and in ter op er abil i ty.

The com par a tive per spec tive makes reg u la to ry com mon -
al i ties, over laps and po ten tial im ple men ta tion gaps vis i -
ble. The po si tion paper thus offers struc tured ori en ta tion
for com pa nies, public bodies, re search and other stake -
hold ers in the Eu ro pean data ecosys tem and shows how
Gaia-X can con tribute to the prac ti cal im ple men ta tion of
reg u la to ry re quire ments and to the es tab lish ment of
trust wor thy data spaces.
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Introduction

1.1 Background and motivation

The in creas ing dig i tal i sa tion of busi ness, public ad min is -
tra tion and so ci ety is cre at ing a grow ing need for secure,
trust wor thy and in ter op er a ble data ex change across or -
gan i sa tion al, sec toral and na tion al bor ders. Data is an es -
sen tial foun da tion for in no va tion, com pet i tive ness and
new dig i tal ser vices. At the same time, data sov er eign ty,
data pro tec tion, cy ber se cu ri ty and the al lo ca tion of legal
re spon si bil i ties are cen tral chal lenges for cross-or gan i sa -
tion al data use. The Eu ro pean Union there fore aims to es -
tab lish a common Eu ro pean data market in which data
can be used under clear ly de fined legal, or gan i sa tion al and
tech ni cal con di tions.

Eu ro pean data spaces (Common Eu ro pean Data Spaces)
play a key role here. They enable the con trolled ex change
and shared use of data be tween dif fer ent stake hold ers
with out these stake hold ers having to give up con trol over
their data. Data spaces rely on fed er at ed ar chi tec tures,
common stan dards, in ter op er a ble tech ni cal com po nents
and gov er nance struc tures. They there by create the con -
di tions for trust wor thy data ecosys tems in which com pa -
nies, public bodies, re search in sti tu tions and other stake -
hold ers can pro vide and use data under de fined con di -
tions.

Gaia-X sup ports the de vel op ment of such fed er at ed dig i -
tal ecosys tems through common tech ni cal spec i fi ca tions,
gov er nance prin ci ples and ver i fi able trust mech a nisms.
The focus is on dig i tal iden ti ties, data sov er eign ty, trans -
paren cy, in ter op er abil i ty and ma chine-read able de scrip -
tions and ev i dence for dig i tal ser vices and data of fer ings.

Gaia-X is not a legal frame work in its own right and does
not re place statu to ry com pli ance oblig a tions. Rather, its
tech ni cal and or gan i sa tion al mech a nisms can help to im -
ple ment reg u la to ry re quire ments in prac tice within fed er -
at ed data ecosys tems.

The Eu ro pean legal frame work for data spaces has de vel -
oped con sid er ably in recent years. The Data Gov er nance
Act, the Data Act, the Gen er al Data Pro tec tion Reg u la tion
(GDPR), the AI Act and rules on dig i tal iden ti ties, cy ber se -
cu ri ty and in ter op er abil i ty have cre at ed or spec i fied es -
sen tial con di tions for trust wor thy Eu ro pean data ex -
change. These legal acts ad dress dif fer ent but close ly re -
lat ed as pects of the data econ o my: data access and lawful
use, iden ti fi ca tion and trust wor thi ness of the stake hold -
ers in volved, se cu ri ty of dig i tal in fra struc tures and trace -
abil i ty of data-based process es. Sector-spe cif ic rules, for
ex am ple on dig i tal prod uct pass ports, add fur ther re quire -
ments for pro vid ing and using data across or gan i sa tion al
bound aries.

For the de vel op ment and op er a tion of Eu ro pean data
spaces, this re sults in a com plex in ter play of reg u la to ry
re quire ments, tech ni cal stan dards and or gan i sa tion al re -
spon si bil i ties. In di vid ual legal acts cannot always be con -
sid ered in iso la tion, as data spaces often touch sev er al
reg u la to ry areas at once. At the same time, common tech -
ni cal ap proach es such as those of Gaia-X make it pos si ble
to reuse iden ti ty man age ment, access con trol, data ex -
change and com pli ance ev i dence across dif fer ent areas of
ap pli ca tion.

1.2 Objectives and scope

The fol low ing chap ter pro vides a struc tured overview of
the most im por tant Eu ro pean legal acts rel e vant to data
spaces and the Gaia-X ecosys tem. It con sid ers their ob jec -
tives, scope, key re quire ments and impact on tech ni cal
and or gan i sa tion al data space ar chi tec tures. Par tic u lar
em pha sis is placed on the in ter ac tions with Gaia-X and on
the extent to which its spec i fi ca tions and trust mech a -
nisms can sup port the prac ti cal im ple men ta tion of reg u la -
to ry re quire ments. In ad di tion, the sig nif i cance of each
legal act for Aus tri an stake hold ers and for Gaia-X Hub

Aus tria is as sessed. Annex A sum maris es the legal frame -
works cov ered, com par ing their ob jec tives, gov er nance
models, tech ni cal build ing blocks and reg u la to ry re quire -
ments; Annex B maps cross-cut ting re quire ments to the
rel e vant Gaia-X build ing blocks and points out con ver -
gences and in ter op er abil i ty po ten tial.

The aim is to create a shared un der stand ing of the reg u la -
to ry en vi ron ment and to show the con nec tions be tween
legal re quire ments, tech ni cal im ple men ta tion op tions and
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strate gic de vel op ments in the Eu ro pean data ecosys tem.
The paper is aimed in par tic u lar at de ci sion-makers, data
space ini tia tives, tech nol o gy providers, com pa nies, public

bodies and re search in sti tu tions. It serves as pro fes sion al
ori en ta tion and does not re place a legal review of in di vid -
ual use cases.

1.3 Methodology and scope limitations

The study fol lows a struc tured, multi-stage ap proach that
com bines the sys tem at ic cap ture of Eu ro pean policy and
reg u la to ry ini tia tives with an as sess ment fo cused on
Gaia-X. First, the scope and cat e gories of the study are
de fined: rel e vant legal acts, policy pro grammes, stan dards
and ini tia tives re lat ed to trust wor thy data ex change and
fed er at ed data spaces are taken into ac count. A uni form
as sess ment grid records in par tic u lar the ob jec tive, the
stake hold ers con cerned, the key re quire ments and the
rel e vance for Gaia-X.

AI-sup port ed web re search is then used to iden ti fy rel e -
vant ini tia tives and to create struc tured short pro files. The
in for ma tion ob tained in this way is to be un der stood as an
aid to re search and struc tur ing; for robust state ments, of -
fi cial EU legal sources, pub li ca tions by the com pe tent in -
sti tu tions and rel e vant tech ni cal spec i fi ca tions are used as
the pri ma ry basis. In an AI-sup port ed pre lim i nary as sess -
ment, the ini tia tives cap tured are pri ori tised ac cord ing to
their sig nif i cance for Gaia-X and Aus tria and their re la tion

to trust, com pli ance and in ter op er abil i ty. The pri ori ti sa tion
is an aid to ori en ta tion and does not re place a pro fes sion al
or legal review.

In the in tend ed pro ce dure, the re sult ing se lec tion is re -
viewed by se lect ed ex perts of the Gaia-X Hub in order to
val i date the as sess ment, iden ti fy gaps and add fur ther ini -
tia tives where ap pro pri ate. Fi nal ly, the re sults are grouped
by topic and re la tion ships, over laps and common re quire -
ments are worked out. The present focus is on eight par -
tic u lar ly rel e vant Eu ro pean legal acts. The uni form “snap -
shots” in Chap ter 2 con dense their ob jec tives, ad dressees,
core re quire ments and Gaia-X rel e vance; Annex A com -
pares the legal acts, while Annex B maps common re -
quire ments to tech ni cal Gaia-X build ing blocks.

The pub li ca tion thus pro vides reg u la to ry and tech ni cal ori -
en ta tion for the Gaia-X ecosys tem in Aus tria. It claims nei -
ther to cap ture all rel e vant ini tia tives com plete ly nor to
pro vide a bind ing legal in ter pre ta tion or con for mi ty as -
sess ment of in di vid ual so lu tions.
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European Legal Framework for Data Spaces and
Gaia-X
Build ing on this con text, the fol low ing sec tions present
the key Eu ro pean legal acts that shape the de vel op ment,
op er a tion and use of trust wor thy data spaces. The pre -
sen ta tion fol lows their dif fer ent reg u la to ry pri or i ties, from
the pro tec tion of per son al data and the con di tions for data
access, through dig i tal iden ti ties, cy ber se cu ri ty and ar ti fi -
cial in tel li gence, to prod uct in for ma tion, in ter op er abil i ty
and re silience. For each legal act, the key oblig a tions and

tech ni cal im pli ca tions are out lined, to geth er with the pos -
si ble con tri bu tions of Gaia-X and the sig nif i cance for Aus -
tri an stake hold ers. The chap ter closes with an over all view
of how these rules in ter act. Figure 1 shows the the mat ic
clas si fi ca tion of the legal frame works cov ered and their
common ref er ence points for cross-or gan i sa tion al data
ex change.

EU legal framework
for

data exchange

Data use and access
Data Act, Data Governance Act

Security and resilience
NIS2 (NISG 2026), Cyber Resilience Act

Trust and identity
GDPR, eIDAS 2.0

Interoperability and standards
Interoperable Europe Act

Artificial intelligence
AI Act

Governance and data markets
Data Governance Act

Public sector and administration
Interoperable Europe Act

Figure 1 Overview of the relevant EU legal frameworks and their thematic classification.

2.1 General Data Protection Regulation (GDPR)

S N A P S H OT

OBJECTIVE

Pro tec tion of per son al data

ADDRESSEES

Con trollers
Proces sors
Data space op er a tors

CORE REQUIREMENTS

Legal basis
Pur pose lim i ta tion
Se cu ri ty
Data sub ject rights

GAIA-X RELEVANCE

Iden ti ties
Access con trol
Poli cies
Ev i dence

The Gen er al Data Pro tec tion Reg u la tion (EU) 2016/679
cre ates a uni form Eu ro pean legal frame work for pro tect -
ing nat ur al per sons with regard to the pro cess ing of per -
son al data and, at the same time, for the free move ment
of per son al data within the EU. The GDPR gen er al ly ap -
plies to the au to mat ed pro cess ing of per son al data by pri -
vate and public or gan i sa tions. This in cludes per son al data

that is pro vid ed, analysed or fur ther processed across or -
gan i sa tions within data spaces. In Aus tria, the GDPR is
sup ple ment ed in par tic u lar by the Data Pro tec tion Act
(Daten schutzge setz, DSG). Key re quire ments are law ful -
ness, trans paren cy, pur pose lim i ta tion, data min imi sa tion,
ac cu ra cy, stor age lim i ta tion, in tegri ty and con fi den tial i ty,
and ac count abil i ty. In ad di tion, there are re quire ments for
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pri va cy by design and pri va cy by de fault, data se cu ri ty,
data sub ject rights and, where ap plic a ble, data pro tec tion
impact as sess ments.[1]

For any spe cif ic data ex change, the legal basis under Ar ti -
cle 6 GDPR must be de ter mined in par tic u lar. Ar ti cle 28
ap plies to pro cess ing on behalf of a con troller, Ar ti cle 32
to tech ni cal and or gan i sa tion al safe guards and Chap ter V
to trans fers to third coun tries. In net worked data ecosys -
tems, dis tin guish ing be tween per son al and non-per son al
data can be dif fi cult. Gaia-X cri te ria for cloud ser vices can
record in for ma tion on sub-proces sors, pro cess ing lo ca -
tions and se cu ri ty mea sures in a com pa ra ble form; nev er -
the less, the review of legal basis, pur pose lim i ta tion and
third-coun try trans fers re mains a sep a rate oblig a tion.[1, 16,

21]

STAKEHOLDERS

The stake hold ers con cerned in clude con trollers, proces -
sors, public ad min is tra tions, com pa nies, data space op er -
a tors, data providers and users, and nat ur al per sons as
data sub jects. Data spaces must in par tic u lar sup port
fine-grained access con trol, iden ti ty man age ment, pur -
pose and au tho ri sa tion man age ment, log ging and secure
data trans mis sion. Tech ni cal ar chi tec tures should avoid
un nec es sar i ly du pli cat ing or cen tral is ing per son al data.
The GDPR is par tic u lar ly rel e vant for data spaces when
per son al data is shared. Fed er at ed ar chi tec tures can be
ad van ta geous here, be cause data can remain with its re -
spec tive hold ers and access takes place in a con trolled
manner. The Eu ro pean Data Strat e gy ex plic it ly links the
Eu ro pean data space with high re quire ments for data pro -
tec tion and data se cu ri ty.[1]

GAIA-X

Gaia-X sup ports prin ci ples such as data sov er eign ty, ver i -
fi able iden ti ties, con trolled data access and policy-based
use. These mech a nisms can sup port the tech ni cal im ple -
men ta tion of data spaces that comply with data pro tec -
tion law. How ev er, Gaia-X com pli ance does not au to mat i -
cal ly mean GDPR com pli ance. Whether data is per son al
de ter mines the ap plic a ble regime, but in net worked en vi -
ron ments this often cannot be an swered clear ly. For sub-
proces sors, pro cess ing lo ca tions and safe guards in place,
there is no stan dard ised, ver i fi able ev i dence that con trac -
tu al part ners can use with out an in di vid ual audit. The
Gaia-X cloud cri te ria record in for ma tion on pro cess ing on
behalf of a con troller and on sub-proces sors, as well as on
pro cess ing lo ca tions and se cu ri ty mea sures. Ev i dence can
be pro vid ed in a common format and checked ac cord ing to
the re spec tive cri te ri on. The data ex change cri te ria link
usage agree ments with au tho ri sa tions and re cip i ent at -
trib ut es. This sup ports the se lec tion of ser vice providers
and the doc u men ta tion of pro cess ing. The legal basis,
pur pose lim i ta tion and ad mis si bil i ty of a third-coun try
trans fer must be checked in each spe cif ic case; Gaia-X ev i -
dence does not re place this review.[1, 16, 21]

For Aus tri an Gaia-X and data space projects, the GDPR is a
cen tral cross-cut ting re quire ment. It is par tic u lar ly rel e -
vant for public ad min is tra tion, health care, mo bil i ty,
energy, smart cities and re search. Gaia-X Hub Aus tria can
pro vide ori en ta tion here, in par tic u lar on com bin ing data
pro tec tion re quire ments with fed er at ed data ar chi tec -
tures.[1, 16, 21]

2.2 Data Governance Act

S N A P S H OT

OBJECTIVE

Trust in vol un tary data shar -
ing

ADDRESSEES

Public bodies
Data in ter me di aries
Data al tru ism

CORE REQUIREMENTS

Neu tral in ter me di a tion
Reg is tra tion
Secure re-use

GAIA-X RELEVANCE

Iden ti ties
Trust
Data cat a logues
Com pli ance

The Data Gov er nance Act (DGA), Reg u la tion (EU)
2022/868, is in tend ed to in crease the avail abil i ty of data
and strength en trust in vol un tary data shar ing. In par tic u -
lar, it cre ates a frame work for the re-use of cer tain pro -
tect ed public sector data, data in ter me di a tion ser vices
and data al tru ism. The DGA con cerns public bodies, data

in ter me di a tion ser vices, data al tru ism or gan i sa tions and
com pa nies and in di vid u als who pro vide or use data
through such mech a nisms. This in cludes neu tral i ty and
trans paren cy re quire ments for data in ter me di a tion ser -
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vices, pro tec tion re quire ments for the re-use of sen si tive
public sector data and or gan i sa tion al and legal re quire -
ments for data al tru ism.[2]

The DGA does not itself es tab lish gen er al rights of access
to data. Rather, it mainly reg u lates the role of neu tral data
in ter me di a tion ser vices and their reg is tra tion and su per vi -
sion. A prac ti cal chal lenge is that the legal ly re quired neu -
tral i ty is not demon strat ed by any uni form tech ni cal ev i -
dence. Gaia-X can pro vide ver i fi able or gan i sa tion al iden ti -
ties and stan dard ised ser vice de scrip tions for this pur -
pose. Of fi cial reg is tra tions or ev i dence of neu tral i ty could
be in te grat ed through ad di tion al, specif i cal ly de fined rules
for is suers and ver i fi ca tion; such an ex ten sion does not
re place the of fi cial pro ce dures.[2, 18, 19, 22]

STAKEHOLDERS

The stake hold ers con cerned in clude public au thor i ties,
com pa nies, data in ter me di aries, re search in sti tu tions,
non-profit or gan i sa tions, data space op er a tors and data
hold ers. Secure data ex change mech a nisms, iden ti ty and
au tho ri sa tion man age ment, trace able data flows and,
where nec es sary, secure pro cess ing en vi ron ments are re -
quired. The DGA is a cen tral reg u la to ry foun da tion for Eu -
ro pean data spaces. The ex ist ing Gaia-X po si tion paper
ex plic it ly names the DGA and the Data Act as im por tant
legal acts whose re quire ments can be im ple ment ed or
sup port ed par tic u lar ly well through data spaces.[2, 18, 19, 22]

GAIA-X

Gaia-X com ple ments the DGA tech no log i cal ly and or gan i -
sa tion al ly. While the DGA de fines the legal frame work for
trust wor thy data in ter me di a tion, Gaia-X can pro vide iden -
ti ty, trust, cat a logue and com pli ance mech a nisms. Ap plic -
a ble since 24.09.2023. Neu tral i ty and trust wor thi ness are
set out in law and are sub ject to of fi cial su per vi sion. A
tech ni cal proof that would allow market par tic i pants to
recog nise com pli ance with out their own review is not pro -
vid ed for.[2, 18, 19, 22]

Gaia-X offers ver i fi able or gan i sa tion al iden ti ties and a
common format for in for ma tion on ser vices and their con -
di tions. This allows par tic i pants and data in ter me di aries to
be checked ac cord ing to uni form rules when they join a
data space. Sup ple men tary rules of a data ecosys tem
could in te grate of fi cial reg is tra tions or ev i dence of neu -
tral i ty, pro vid ed that suit able is suers and ver i fi ca tion pro -
ce dures are de fined. Such an ex ten sion must be set up
sep a rate ly; no ti fi ca tion and of fi cial su per vi sion under the
Data Gov er nance Act remain nec es sary. For Aus tria, the
DGA is par tic u lar ly rel e vant when build ing sec toral and
public data spaces and for po ten tial data in ter me di aries.
Gaia-X Hub Aus tria can help Aus tri an or gan i sa tions to
con nect DGA re quire ments with Eu ro pean data space ar -
chi tec tures.[2, 18, 19, 22]

2.3 Data Act

S N A P S H OT

OBJECTIVE

Fair data access and data
use

ADDRESSEES

Man u fac tur ers
Data hold ers
Users
Cloud ser vices

CORE REQUIREMENTS

Access
Shar ing
Porta bil i ty
In ter op er abil i ty

GAIA-X RELEVANCE

Data cat a logues
Poli cies
Ev i dence
Trust

The Data Act, Reg u la tion (EU) 2023/2854, cre ates har -
monised rules on fair access to and use of data. It fo cus es
in par tic u lar on data gen er at ed by con nect ed prod ucts and
re lat ed ser vices. It af fects man u fac tur ers of con nect ed
prod ucts, providers of re lat ed ser vices, data hold ers,
users, data re cip i ents, public bodies and providers of data
pro cess ing ser vices. The Data Act gives users rights to
access prod uct and usage data and to share it with third
par ties, sets rules for B2B and B2G data shar ing, pro tects

against unfair con trac tu al terms and lays down re quire -
ments for switch ing be tween cloud and data pro cess ing
ser vices and for in ter op er abil i ty.[3]

For data spaces, Chap ters II to V on access to and shar ing
of data, Chap ter VI on switch ing be tween data pro cess ing
ser vices and Chap ter VIII on in ter op er abil i ty are par tic u lar -
ly rel e vant; Chap ter VII deals with un law ful gov ern men tal
access to non-per son al data from third coun tries. Ar ti cle
33 sets out re quire ments for the in ter op er abil i ty of
common Eu ro pean data spaces. The Data Act has large ly
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ap plied since 12 Sep tem ber 2025; Ar ti cle 3(1) con cerns
con nect ed prod ucts placed on the market from 12 Sep -
tem ber 2026, while switch ing charges under Ar ti cle 29
are to be abol ished from 12 Jan u ary 2027. To spec i fy the
in ter op er abil i ty re quire ments, the Com mis sion pub lished
a stan dard i s a tion re quest (C(2025) 4135 final) on 1 July
2025. Until rel e vant har monised stan dards are avail able,
un cer tain ties remain re gard ing de scrip tion and ev i dence
for mats. Ma chine-read able Gaia-X ser vice de scrip tions,
terms of use and ev i dence can sup port im ple men ta tion,
but on their own do not guar an tee full Data Act com pli -
ance.[3, 17, 20]

STAKEHOLDERS

Those af fect ed in clude in par tic u lar in dus tri al com pa nies,
IoT man u fac tur ers, cloud providers, plat forms, public
bodies, SMEs, con sumers and providers and op er a tors of
data spaces. Data in creas ing ly has to be pro vid ed in struc -
tured and ma chine-read able for mats. APIs, in ter op er abil i -
ty mech a nisms, data cat a logues, access con trol, con tract
and policy man age ment and porta bil i ty are be com ing con -
sid er ably more im por tant. Data spaces offer a pos si ble
tech ni cal in fra struc ture for putting the Data Act into prac -
tice. The avail able Gaia-X doc u ments show that data
spaces can sup port in par tic u lar data access, B2B and B2G
data shar ing, provider switch ing and in ter op er abil i ty.[3, 17,

20]

GAIA-X

There is a par tic u lar ly close link to Gaia-X here: the ar chi -
tec ture can pro vide ver i fied iden ti ties, trust, cat a logues
and com pli ance mech a nisms and there by sup port con -

trolled and trace able ex change in line with Data Act prin ci -
ples. The un der ly ing ma te ri als de scribe Gaia-X-based
trust frame works and ver i fied sov er eign iden ti ties as an
im por tant ap proach for secure ex change re la tion ships. In
force since 11.01.2024 and large ly ap plic a ble since
12.09.2025. Art. 3(1) ap plies to con nect ed prod ucts
placed on the market from 12.09.2026. Switch ing charges
are re duced in stages and will be abol ished com plete ly
from 12.01.2027 (Art. 29). The re quire ments are worded
in ab stract terms. The spec i fi ca tions and har monised
stan dards that would make them con crete are not yet
avail able. Access, porta bil i ty and in ter op er abil i ty are
there fore owed with out a bind ing format for de scrip tions
and ev i dence. Anyone build ing today is doing so in ad -
vance and must expect adap ta tion effort once stan dard i s -
a tion is avail able.[3, 17, 20]

Gaia-X de scribes data of fer ings and their providers in a
common, ma chine-read able format. The data ex change
rules link terms of use with proof of au tho ri sa tion and
doc u ment ed ac cep tance of con tracts. Cloud cri te ria re -
quire trans paren cy about switch ing and port ing pro ce -
dures. This en ables or gan i sa tions to com pare of fer ings
and reuse ev i dence. This sup ports the im ple men ta tion of
access rights and in ter op er abil i ty re quire ments; ful fill ing
them com plete ly also re quires suit able in ter faces, data
models and con trac tu al arrange ments. Gaia-X com pli ance
is not proof of full Data Act com pli ance. The Data Act af -
fects nu mer ous Aus tri an com pa nies in in dus try, energy,
mo bil i ty and IoT. For Gaia-X Hub Aus tria, this opens up a
field of ac tiv i ty in par tic u lar around Data Act com pli ant
data spaces and in ter op er a ble data and cloud ser vices.[3,

17, 20]

2.4 eIDAS 2 / European Digital Identity Framework

S N A P S H OT

OBJECTIVE

Trust wor thy dig i tal iden ti -
ties across the EU

ADDRESSEES

Member States
Trust ser vices
Reg u lat ed bodies

CORE REQUIREMENTS

EUDI wal lets
Proof of iden ti ty
At tes ta tions of at trib ut es

GAIA-X RELEVANCE

Ver i fi able cre den tials
Iden ti ty
Trust

Reg u la tion (EU) 2024/1183 ex tends eIDAS and es tab lish -
es a Eu ro pean frame work for dig i tal iden ti ties, in clud ing
the Eu ro pean Dig i tal Iden ti ty Wallet. The aim is secure and
trust wor thy dig i tal iden ti fi ca tion that can be used
through out the EU for public and pri vate ser vices. The
frame work con cerns nat ur al and legal per sons, public ad -
min is tra tions, trust ser vice providers and pri vate ser vices

that use dig i tal iden ti ties or elec tron ic at trib ut es. In ter op -
er a ble wal lets, elec tron ic iden ti fi ca tion, qual i fied trust ser -
vices and the is suance and use of elec tron ic at trib ut es and
cre den tials are rel e vant.[4, 18, 19, 22]
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The Eu ro pean dig i tal iden ti ty in fra struc ture is in tend ed in
par tic u lar to enable elec tron ic proof of iden ti ty and at tes -
ta tions of at trib ut es. Ac cord ing to the timetable de scribed
in the un der ly ing review, Member States are to pro vide at
least one Eu ro pean dig i tal iden ti ty wallet by the end of
2026; ac cep tance oblig a tions for cer tain pri vate bodies
will follow later. Gaia-X adds ma chine-read able, dig i tal ly
signed in for ma tion on or gan i sa tions and ser vices to such
iden ti ty cre den tials and uses, among other things, ver i fi -
able cre den tials and OpenID-based ex change mech a -
nisms. How ev er, a Gaia-X cre den tial is not au to mat i cal ly a
qual i fied elec tron ic at tes ta tion of at trib ut es within the
mean ing of eIDAS; this re quires suit able is suers, tech ni cal
pro files and the re spec tive legal con di tions.[4, 18, 19, 22]

STAKEHOLDERS

Rel e vant stake hold ers in clude cit i zens, com pa nies, public
ad min is tra tion, iden ti ty providers, trust ser vice providers,
data space op er a tors and providers of dig i tal ser vices.
Ver i fi able cre den tials, wallet in fra struc tures, au then ti ca -
tion, cre den tial pre sen ta tion and in ter op er abil i ty be tween
dif fer ent iden ti ty sys tems are be com ing more im por tant.
Data spaces need re li able mech a nisms to iden ti fy par tic i -
pants and to verify roles, at trib ut es and au tho ri sa tions.
eIDAS 2 can pro vide an iden ti ty layer recog nised through -
out Europe for this pur pose.[4, 18, 19, 22]

GAIA-X

Iden ti ty and trust are core com po nents of the Gaia-X
model. A cen tral strate gic in ter face there fore exists be -
tween Eu ro pean Dig i tal Iden ti ty Wal lets, elec tron ic at trib -
ut es and Gaia-X cre den tials. Gaia-X can build on such reg -
u lat ed iden ti ty and trust ser vices and extend them for
B2B data ecosys tems. The frame work is geared to wards
proof of iden ti ty of nat ur al and legal per sons. For or gan i -
sa tion-re lat ed at trib ut es that a data space needs, such as
role, cer ti fi ca tion status or pro cess ing lo ca tion, there is as
yet no es tab lished system of is suers. The pro pos al for a
Eu ro pean busi ness wallet has not yet been adopt ed. Gaia-
X adds ma chine-read able, dig i tal ly signed in for ma tion on
or gan i sa tions and ser vices to proof of iden ti ty. Its trust
model takes ac count of eIDAS trust ser vice providers and
de fined sources for ver i fy ing or gan i sa tion al data. The
spec i fi ca tions use ver i fi able cre den tials and OpenID pro to -
cols for their ex change. This allows iden ti ties to be linked
with ad di tion al at trib ut es. Trust ed is suers must be de fined
for such at trib ut es. A Gaia-X cre den tial is not au to mat i cal -
ly a qual i fied at tes ta tion of at trib ut es; con nect ing to EUDI
wal lets re quires the re spec tive tech ni cal pro files and legal
con di tions.[4, 18, 19, 22]

Aus tria al ready has a well-de vel oped na tion al e-ID in fra -
struc ture. Aus tri an Gaia-X ecosys tems there fore have
par tic u lar po ten tial to con nect na tion al dig i tal iden ti ties
with Eu ro pean wallet, trust and data space mech a nisms.[4,

18, 19, 22]

2.5 NIS2

S N A P S H OT

OBJECTIVE

High common level of cy -
ber se cu ri ty

ADDRESSEES

Es sen tial and im por tant en -
ti ties
IT ser vice providers

CORE REQUIREMENTS

Risk man age ment
Supply chain se cu ri ty
Re port ing

GAIA-X RELEVANCE

Trust
Se cu ri ty ev i dence
Trans paren cy

The NIS2 Di rec tive (EU) 2022/2555 aims to create a high
common level of cy ber se cu ri ty across the EU and sig nif i -
cant ly widens the range of or gan i sa tions sub ject to oblig -
a tions. NIS2 covers many es sen tial and im por tant en ti ties,
for ex am ple in energy, trans port, health, dig i tal in fra struc -
ture, public ad min is tra tion, man u fac tur ing and other sec -
tors. Or gan i sa tions must es tab lish cy ber se cu ri ty risk
man age ment, im ple ment se cu ri ty mea sures, ad dress
supply chain risks, report sig nif i cant in ci dents and anchor
re spon si bil i ty at man age ment level.[5]

In the Aus tri an con text, the na tion al trans po si tion of the
NIS2 re quire ments needs par tic u lar at ten tion. The reg u la -
to ry overview used refers to the NISG 2026 (Fed er al Law
Gazette BGBl. I No. 94/2025) and its entry into force on 1
Oc to ber 2026. Par tic u lar em pha sis is placed on supply
chain se cu ri ty: small er providers can also be in di rect ly af -
fect ed if oblig ed clients demand cor re spond ing ev i dence.
Stan dard ised in for ma tion on se cu ri ty audits, for ex am ple
based on ISO/IEC 27001 or BSI C5, can make re peat ed bi -
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lat er al audits easier. How ev er, it re places nei ther an or -
gan i sa tion’s own risk as sess ment nor safe guards, reg is -
tra tions or statu to ry re ports.[5]

STAKEHOLDERS

The stake hold ers con cerned in clude op er a tors of crit i cal
and im por tant ser vices, cloud and data centre providers,
man aged ser vice providers, public bodies and nu mer ous
in dus tri al com pa nies. Re quire ments in clude se cu ri ty mon -
i tor ing, in ci dent man age ment, access con trol, busi ness
con ti nu ity, supply chain se cu ri ty and doc u ment ed se cu ri ty
mea sures. Data spaces con nect or gan i sa tions and sys -
tems across in sti tu tion al bound aries. Secure iden ti ties,
secure in ter faces, trust wor thy par tic i pants and supply
chain se cu ri ty there fore become cen tral pre req ui sites.[5]

GAIA-X

Gaia-X can sup port NIS2 by making the at trib ut es of par -
tic i pants and ser vices trans par ent and ver i fi able. Com pli -
ance ev i dence and trust mech a nisms can help to demon -
strate se cu ri ty re quire ments in fed er at ed ecosys tems;
how ev er, Gaia-X does not re place NIS2 risk man age ment.
Pro mul gat ed on 23.12.2025 as BGBl. I No. 94/2025 and in
force from 01.10.2026. Reg is tra tion must take place

within three months of entry into force. A uni form proof
with which a sup pli er can demon strate its se cu ri ty status
to sev er al clients is not pro vid ed for. Ev i dence is pro vid ed
bi lat er al ly through ques tion naires and audits, which cre -
ates con sid er able effort when there are many con trac tu al
part ners.[5, 16, 21]

Gaia-X can make it easier to assess ser vice providers in
the supply chain. Its cloud cri te ria relate se cu ri ty re quire -
ments to ex ist ing audit stan dards, such as ISO/IEC 27001
or BSI C5. Where the re spec tive cri te ri on ac cepts it, ex ist -
ing ev i dence can be in clud ed in the Gaia-X as sess ment
and used to wards sev er al clients. The sub ject and scope
of the audit must remain iden ti fi able. This does not result
in full NISG com pli ance: an or gan i sa tion’s own risk as sess -
ment, the im ple men ta tion of the nec es sary safe guards
and the statu to ry re port ing oblig a tions must be ful filled
sep a rate ly. NIS2 is par tic u lar ly rel e vant for Aus tri an op er -
a tors of crit i cal and im por tant ser vices. The pre vi ous Aus -
tri an NISG is re placed by the NIS2 trans po si tion; the Aus -
tri an legal in for ma tion system (RIS) shows the pre vi ous
NISG as ex pir ing on 30 Sep tem ber 2026. For Gaia-X Aus -
tria, energy, trans port, public ad min is tra tion and dig i tal in -
fra struc ture are there fore par tic u lar ly rel e vant target
areas.[5, 16, 21]

2.6 Cyber Resilience Act

S N A P S H OT

OBJECTIVE

Secure prod ucts with dig i tal
el e ments

ADDRESSEES

Man u fac tur ers
Im porters
Dis trib u tors
Soft ware providers

CORE REQUIREMENTS

Secure de vel op ment
Vul ner a bil i ty man age ment
Ev i dence

GAIA-X RELEVANCE

Ma chine-read able se cu ri ty
at trib ut es
Trust

The Cyber Re silience Act, Reg u la tion (EU) 2024/2847, lays
down hor i zon tal cy ber se cu ri ty re quire ments for prod ucts
with dig i tal el e ments and is in tend ed to ensure that hard -
ware and soft ware prod ucts are ad e quate ly pro tect ed
through out their life cycle. It gen er al ly covers prod ucts
with dig i tal el e ments, in clud ing hard ware and soft ware,
made avail able on the EU market. Se cu ri ty by design,
secure de fault con fig u ra tions, vul ner a bil i ty han dling, se -
cu ri ty up dates, tech ni cal doc u men ta tion and re port ing
oblig a tions are among the cen tral el e ments.[6]

The CRA pro vides for stag gered ap pli ca tion dates: ac cord -
ing to the reg u la to ry overview used, re port ing oblig a tions
under Ar ti cle 14 apply from 11 Sep tem ber 2026, and the

full prod uct re quire ments in clud ing con for mi ty as sess -
ment and CE mark ing from 11 De cem ber 2027. The re -
quire ments for vul ner a bil i ty han dling in clude a soft ware
bill of ma te ri als (SBOM), which doc u ments the com po -
nents of a prod uct in a com mon ly used ma chine-read able
format. Fed er at ed data spaces can be useful for ex chang -
ing such ev i dence across or gan i sa tions. Gaia-X could link
prod uct ver sions, signed ev i dence and ref er ences to
SBOMs; it does not, how ev er, pro vide its own SBOM
format or a CRA con for mi ty pro ce dure.[7, 15, 17]
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STAKEHOLDERS

The stake hold ers con cerned in clude man u fac tur ers, im -
porters, dis trib u tors, soft ware providers and op er a tors
and users of dig i tal prod ucts. The secure de vel op ment
life cy cle, vul ner a bil i ty man age ment, soft ware update
process es, doc u men ta tion and ev i dence must be sys tem -
a tised. Con nec tors, soft ware com po nents, IoT de vices and
other prod ucts can be part of a data space ecosys tem.
CRA com pli ance there fore in creas es the se cu ri ty of the
tech ni cal basis of data spaces.[6]

GAIA-X

Gaia-X could rep re sent CRA-re lat ed con for mi ty or se cu ri ty
at trib ut es of a prod uct or ser vice as ma chine-read able
trust in for ma tion. This cre ates a link be tween prod uct se -
cu ri ty and the Gaia-X-based as sess ment of trust wor thy
dig i tal re sources. In force since 10.12.2024. The re port ing
oblig a tions under Art. 14 for ac tive ly ex ploit ed vul ner a bil i -
ties and severe se cu ri ty in ci dents apply from 11.09.2026,
with an early warn ing within 24 hours, a no ti fi ca tion
within 72 hours and a final report within 14 days. From

11.12.2027 the full prod uct re quire ments apply, in clud ing
con for mi ty as sess ment and CE mark ing. The format and
ex change route of the SBOM along the supply chain are
not con clu sive ly spec i fied. For fur ther prod uct and com po -
nent at trib ut es that cus tomers need, there is no uni form
ver i fi able rep re sen ta tion.[7, 15, 17]

Gaia-X can sup port a reg u lat ed ex change of soft ware bills
of ma te ri als and prod uct ev i dence be tween iden ti fied
supply chain part ners. The data ex change mech a nisms for
agree ing terms of use and au tho ri sa tions can be used for
this. A CRA-re lat ed ex ten sion could link prod uct ver sions
with signed ev i dence and ref er ences to SBOMs. Cor re -
spond ing data models, is suers and ver i fi ca tion rules
would have to be de fined for this. Gaia-X does not pro vide
its own SBOM format or a CRA con for mi ty pro ce dure;
prod uct test ing, vul ner a bil i ty man age ment and re ports to
au thor i ties remain sep a rate tasks. The CRA is par tic u lar ly
rel e vant for Aus tri an soft ware, IoT, au toma tion and in dus -
tri al com pa nies. For Gaia-X Aus tria, this points to a pos si -
ble field of action around dig i tal com pli ance cre den tials
and au to mat ed ev i dence.[7, 15, 17]

2.7 AI Act

S N A P S H OT

OBJECTIVE

Safe and trust wor thy AI
sys tems

ADDRESSEES

AI providers
De ploy ers
Data providers

CORE REQUIREMENTS

Data gov er nance
Doc u men ta tion
Record-keep ing

GAIA-X RELEVANCE

Data prove nance
Usage rights
Trust
Ev i dence

The AI Act, Reg u la tion (EU) 2024/1689, cre ates har -
monised rules for ar ti fi cial in tel li gence and is in tend ed to
pro mote safe and trust wor thy AI sys tems while pro tect -
ing health, safety and fun da men tal rights. The AI Act
covers providers, de ploy ers and other actors along the AI
value chain. The reg u la to ry re quire ments depend on the
type and risk of the re spec tive AI system. For reg u lat ed
sys tems, risk man age ment, data gov er nance, tech ni cal
doc u men ta tion, log ging, trans paren cy, human over sight,
ro bust ness and cy ber se cu ri ty may be re quired in par tic u -
lar.[7]

For data ex change, Ar ti cle 10 on data gov er nance, Ar ti cle
11 on tech ni cal doc u men ta tion, Ar ti cle 12 on record-
keep ing, Ar ti cle 25 on the al lo ca tion of oblig a tions along
the value chain and Ar ti cle 53 on gen er al-pur pose AI
models are par tic u lar ly rel e vant. Ac cord ing to the un der ly -

ing review, re quire ments on AI lit er a cy and cer tain pro hi bi -
tions have ap plied since 2 Feb ru ary 2025, and oblig a tions
for gen er al-pur pose AI models since 2 August 2025. The
overview used also takes ac count of Reg u la tion (EU)
2026/1744 and names 2 De cem ber 2027 for stand-alone
high-risk sys tems under Annex III. The origin and per mit -
ted use of train ing data can be sup port ed by ver i fi able
data prod uct de scrip tions and trans ac tion records. An as -
sess ment of whether data is suit able, as well as the AI-
spe cif ic doc u men ta tion and risk man age ment oblig a tions,
remain in de pen dent of this.[7]

STAKEHOLDERS

Those af fect ed in clude AI providers, de ploy ers, data
providers, re search in sti tu tions, public bodies and cloud
and com put ing providers. Data prove nance, data qual i ty,
doc u men ta tion, log ging, model gov er nance and trace able
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AI pipelines are be com ing more im por tant. Data spaces
can pro vide trust wor thy and con trol lable data sources for
AI. They also enable the cross-or gan i sa tion al use of train -
ing, val i da tion and op er a tional data under de fined con di -
tions.[7]

GAIA-X

A Gaia-X syn er gies paper de scribes AI as a par tic u lar ly
suit able field of ap pli ca tion for the Gaia-X Trust Frame -
work: high-qual i ty data, al go rithms and com put ing re -
sources can be pro vid ed through fed er at ed trust wor thy
ecosys tems. In force since 01.08.2024. Pro hib it ed prac -
tices and the re quire ments on AI lit er a cy have ap plied
since 02.02.2025, and the oblig a tions for gen er al-pur pose
AI models since 02.08.2025. The Dig i tal Om nibus Reg u la -
tion on ar ti fi cial in tel li gence, Reg u la tion (EU) 2026/1744,
was pub lished on 24.07.2026 and has been in force since
27.07.2026. Stand-alone high-risk sys tems under Annex
III are sub ject to the oblig a tions from 02.12.2027. The

reg u la tion re quires doc u men ta tion, but does not pre scribe
a format for cross-provider proof of origin. The lack of fin -
ished har monised stan dards under Art. 40 was one of the
rea sons for post pon ing the dead lines for high-risk sys -
tems.[8, 17, 20]

Gaia-X can sup port the sourc ing of data for AI ap pli ca -
tions: de scrip tions of data prod ucts link providers and
usage rights with ver i fi able ev i dence. The data ex change
spec i fi ca tions take ac count of trans ac tion log ging. This
can pro duce ev i dence of the origin and per mit ted use of
the data ob tained. AI-spe cif ic qual i ty cri te ria would re quire
ad di tion al rules and ver i fi ca tion pro ce dures. The suit abil i ty
of a dataset for a spe cif ic AI system and the ful fil ment of
doc u men ta tion and risk man age ment oblig a tions must be
as sessed sep a rate ly. Aus tria has strong in dus tri al AI, re -
search and public sector ecosys tems. Gaia-X Aus tria can
ad dress in par tic u lar trust wor thy AI data spaces, data
prove nance and access to fed er at ed com put ing re sources.
[8, 17, 20]

2.8 Interoperable Europe Act

S N A P S H OT

OBJECTIVE

Cross-border in ter op er abil i -
ty in the public sector

ADDRESSEES

Au thor i ties
EU in sti tu tions
Public IT ser vices

CORE REQUIREMENTS

In ter op er abil i ty as sess -
ments
Common so lu tions

GAIA-X RELEVANCE

Fed er a tion
Ser vice de scrip tions
Trust

The In ter op er a ble Europe Act, Reg u la tion (EU) 2024/903,
aims to achieve a high level of cross-border in ter op er abil i -
ty in the EU public sector. It con cerns EU in sti tu tions and
public bodies of the Member States, in par tic u lar for
cross-border dig i tal public ser vices. Key el e ments are in -
ter op er abil i ty as sess ments, joint gov er nance, the reuse of
in ter op er a ble so lu tions and sup port for common Eu ro -
pean so lu tions.[8]

For public dig i tal ser vices with cross-border rel e vance, in -
ter op er abil i ty as sess ments may be re quired before net -
work and in for ma tion sys tems are in tro duced or sig nif i -
cant ly changed. Uni form ser vice de scrip tions and ver i fi -
able at trib ut es, as sup port ed by Gaia-X, can make com -
par i son and doc u men ta tion easier. The statu to ry as sess -
ment and the align ment of domain data models and or -
gan i sa tion al re spon si bil i ties must be car ried out by the
com pe tent public bodies them selves.[11, 18, 19, 22]

STAKEHOLDERS

This con cerns min istries, au thor i ties, fed er al states, mu -
nic i pal i ties, EU in sti tu tions and public IT ser vice providers.
Open in ter faces, common data models and reusable com -
po nents strength en tech ni cal, se man tic and or gan i sa tion -
al in ter op er abil i ty.[8]

GAIA-X

Gaia-X can com ple ment trust and fed er a tion be tween
public and pri vate par tic i pants. Ap pli ca tions in which
public data is com bined with com pa ny data or re search
data are par tic u lar ly in ter est ing. The as sess ment re quires
sys tems that can be de scribed and com pa ra ble de scrip -
tion for mats. The legal act spec i fies nei ther. Gaia-X offers
common de scrip tion models for or gan i sa tions and dig i tal
ser vices as well as ver i fi able in for ma tion on their con di -
tions. Public bodies can use this in for ma tion to com pare
of fer ings and to doc u ment cross-or gan i sa tion al data ex -
change re la tion ships. The con tri bu tion lies above all in
tech ni cal and se man tic agree ment on iden ti ties and ev i -
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dence. This in for ma tion can sup port an in ter op er abil i ty
as sess ment. The legal ly re quired as sess ment and the
align ment of domain data models and of legal and or gan i -
sa tion al pre req ui sites remain the tasks of the public
bodies in volved.[11, 18, 19, 22]

The Act is rel e vant for the fed er al gov ern ment, the fed er al
states and mu nic i pal i ties and fits di rect ly with Aus tri an
smart city, ad min is tra tive and mu nic i pal data space ac tiv i -
ties. For Gaia-X Aus tria, this is there fore a strate gi cal ly
rel e vant public sector topic.[11, 18, 19, 22]
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Summary Assessment
The eight legal acts pre sent ed in Chap ter 2 do not form a
single legal frame work for data spaces; rather, they com -
ple ment each other in their re quire ments on data pro tec -
tion, data access, gov er nance, iden ti ty, cy ber se cu ri ty, AI
and in ter op er abil i ty. This re sults in tech ni cal and or gan i sa -
tion al points of con tact for Gaia-X, with out Gaia-X com pli -
ance re plac ing the ful fil ment of in di vid ual statu to ry oblig -
a tions.

For Gaia-X, the strate gic sig nif i cance lies above all in pro -
vid ing reusable trust and in ter op er abil i ty mech a nisms.
Ver i fi able or gan i sa tion al iden ti ties, ma chine-read able de -
scrip tions of data of fer ings and dig i tal ser vices, trace able
terms of use and de fined pro ce dures for as sess ing ev i -
dence can make ex change easier be tween stake hold ers
who have so far been sep a rate. Such common build ing
blocks can be used across sec tors and use cases and sup -
ple ment ed with the spe cif ic re quire ments of a data
ecosys tem. How ev er, tech ni cal sup port from Gaia-X must
be clear ly dis tin guished from the legal ful fil ment of in di -
vid ual oblig a tions: Gaia-X ev i dence or the ful fil ment of
cer tain cri te ria does not in itself es tab lish full com pli ance
with the GDPR, the Data Act, NIS2 or other legal acts.[15,

16, 17, 18, 19, 22]

Prac ti cal im ple men ta tion should there fore start from the
roles and data ex change re la tion ships. An or gan i sa tion
can at the same time be a data holder, a data user, the op -
er a tor of a data space, the provider of a data pro cess ing
ser vice or the de ploy er of an AI system. For each of these
roles, the rel e vant rights, oblig a tions and con trac tu al re la -
tion ships must be clar i fied. Three ques tions pro vide an
over ar ch ing start ing point: Who is the coun ter part and
how are its at trib ut es proven? In what form can data be
ex changed in a tech ni cal ly and se man ti cal ly in ter op er a ble
way? Under which legal, con trac tu al and or gan i sa tion al
con di tions is the use per mit ted? The an swers de ter mine
which iden ti ty, policy, in ter face and ev i dence mech a nisms
are ac tu al ly needed.[2, 3, 8, 23]

Ev i dence is a par tic u lar field of action. Sev er al legal acts
re quire doc u ment ed se cu ri ty mea sures, data prove nance,
usage rights or com pli ance with cer tain pro ce dures with -
out spec i fy ing a uni form tech ni cal format for all cross-or -
gan i sa tion al ev i dence. Gaia-X can sup port the struc tured
pro vi sion and ver i fi ca tion of de fined at trib ut es here and
in te grate ex ist ing cer ti fi ca tions or de c la ra tions into in ter -
op er a ble trust process es. How ev er, which ev i dence is ac -
cept ed, who may issue it and how its va lid i ty is checked
must be de fined for the re spec tive use case. Legal re views
of in di vid ual cases, of fi cial pro ce dures and the re spon si bil -
i ty of the or gan i sa tions in volved also remain in place.[16, 17,

21]

For Gaia-X Hub Aus tria, this re sults in a me di at ing and co -
or di nat ing role be tween Eu ro pean reg u la tion, tech ni cal
spec i fi ca tions and Aus tri an data space ini tia tives. A
strate gic focus can be to trans late reg u la to ry re quire -
ments into con crete tech ni cal and or gan i sa tion al re quire -
ments, to make reusable trust and com pli ance build ing
blocks vis i ble and to pro mote cross-sector syn er gies. In -
dus tri al supply chains and dig i tal prod uct pass ports,
energy and mo bil i ty data spaces, public and mu nic i pal
data ecosys tems and use cases around crit i cal in fra struc -
tures and trust wor thy AI offer par tic u lar ly good start ing
points. Ex ist ing na tion al in fra struc tures and Eu ro pean
stan dards should be taken into ac count to avoid par al lel
iso lat ed so lu tions.[15, 18, 19, 22]

For the fur ther de vel op ment of an Aus tri an Policy & Ini tia -
tive Radar, this re sults in an on go ing task of mon i tor ing
and trans la tion. In ad di tion to the status and ap pli ca tion
dates of the legal acts, im ple ment ing acts, har monised
stan dards, tech ni cal spec i fi ca tions and new ev i dence pro -
ce dures are par tic u lar ly rel e vant. Such a radar can make
changes vis i ble at an early stage, assess their impact on
spe cif ic data space roles and ar chi tec tures and derive pri -
ori tised fields of action for Aus tri an stake hold ers. The
added value of Gaia-X there fore lies not in a blan ket
promise of com pli ance, but in prac ti cal ly sup port ing trust -
wor thy and in ter op er a ble data ex change under evolv ing
reg u la to ry con di tions.[15, 20, 23]
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Sources and Further Reading
The fol low ing se lec tion com pris es the EU legal acts cov -
ered in this paper and the Gaia-X doc u ments cited in the
un der ly ing ma te ri als. Legal acts can be found on EUR-Lex

by their of fi cial number. The links to Gaia-X spec i fi ca tions
refer to the doc u men ta tion pages cited in the review.

[1] European Union (2016): General Data Protection Regulation (GDPR), Regulation (EU) 2016/679.

[2] European Union (2022): Data Governance Act, Regulation (EU) 2022/868.

[3] European Union (2023): Data Act, Regulation (EU) 2023/2854.

[4] European Union (2024): European Digital Identity Framework (eIDAS 2), Regulation (EU) 2024/1183.

[5] European Union (2022): NIS2 Directive, Directive (EU) 2022/2555.

[6] European Union (2024): Cyber Resilience Act, Regulation (EU) 2024/2847.

[7] European Union (2024): Artificial Intelligence Act, Regulation (EU) 2024/1689; amendment cited in the review: Regulation (EU)
2026/1744.

[8] European Union (2024): Interoperable Europe Act, Regulation (EU) 2024/903.

[9] Gaia-X AISBL (2025): Gaia-X Synergies with prominent European data, cloud and digital policy initiatives & projects, Version 1.0,
December 2025.

[10] Gaia-X: Compliance Document: Criteria for Cloud Services. docs.gaia-x.eu/policy-rules-committee/compliance-document/latest/c
riteria_cloud_services

[11] Gaia-X: Compliance Document: Criteria for Data Exchange Services. docs.gaia-x.eu/policy-rules-committee/compliance-documen
t/latest/criteria_data_exchange_services

[12] Gaia-X: Compliance Document: Trust Anchors. docs.gaia-x.eu/policy-rules-committee/compliance-document/latest/Gaia-X_Trust
_Anchors

[13] Gaia-X: Compliance Document: Criteria for General Digital Services. docs.gaia-x.eu/policy-rules-committee/compliance-documen
t/latest/criteria_digital_services

[14] Gaia-X: Data Exchange Services: Glossary (25.11). docs.gaia-x.eu/glossary/25.11/data_exchange_services

[15] Gaia-X: Compliance Document: Criteria Assessment Methods. docs.gaia-x.eu/policy-rules-committee/compliance-document/late
st/criteria_assessment_methods

[16] Gaia-X: Identity, Credential and Access Management Document (25.11). docs.gaia-x.eu/technical-committee/identity-credential-a
ccess-management/25.11/standards

[17] European Regulations and Data Exchange: Review JM (26.10.2026), review document provided; supplementary editorial basis.

Note: This com pi la tion is based on the doc u ments pro vid ed. Cur ren cy, ap pli ca tion status and in di vid ual legal ref er ences have not been in de pen -
dent ly re viewed by legal ex perts.
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Annex A

Comparative Overview of the European Legal
Frameworks
The fol low ing overview con dens es the legal frame works
cov ered in Chap ter 2 by their ob jec tives, gov er nance
models, tech ni cal build ing blocks and reg u la to ry re quire -
ments. The last column names key con ver gences, over -

laps and in ter op er abil i ty po ten tial. The state ments are in -
tend ed as con densed ori en ta tion; the Dig i tal Prod uct
Pass port is a reg u la to ry in stru ment and not a legal act in
its own right.

Legal framework Objectives & governance Technical building blocks Regulatory requirements
Convergence, overlap &
interoperability

2.1 GDPR Pro tec tion of per son al data;
free move ment of data

Con trollers and proces sors;
data sub ject rights

Access con trol; pseu do nymi -
sa tion; log ging

Legal basis; pur pose lim i ta -
tion; data min imi sa tion; se cu -
ri ty

Common iden ti ty and access
layer; ap plies cu mu la tive ly
with the Data Act

2.2 Data
Governance Act

Trust in vol un tary data shar -
ing; re-use of pro tect ed
public sector data

Neu tral data in ter me di aries;
reg is tered ser vices; data al -
tru ism

Iden ti ty ver i fi ca tion; au tho ri -
sa tions; secure pro cess ing
en vi ron ments

Neu tral i ty; trans paren cy; no ti -
fi ca tion and su per vi sion

Trust ev i dence com ple ments
Gaia-X; no access rights of its
own

2.3 Data Act Fair data access; shar ing;
cloud switch ing

Data hold ers, users, re cip i -
ents and cloud providers;
B2G ex cep tions

APIs; data models; porta bil i -
ty; cat a logues

Access rights; con trac tu al fair -
ness; in ter op er abil i ty; switch -
ing oblig a tions

Art. 33 on data space in ter op -
er abil i ty; com ple ments
GDPR/DGA

2.4 eIDAS 2 Trust wor thy dig i tal iden ti ties
and at trib ut es across the EU

Member States; wallet
providers; trust ser vices

EUDI wallet; ver i fi able cre -
den tials; at tes ta tions of at -
trib ut es

Recog ni tion and ac cep tance of
dig i tal iden ti ties; trust ser -
vices

Iden ti ty basis for Gaia-X; Gaia-
X cre den tials not au to mat i cal -
ly qual i fied

2.5 NIS2 High common level of cy ber -
se cu ri ty

Es sen tial and im por tant en -
ti ties; man age ment re spon -
si bil i ty

Mon i tor ing; in ci dent man -
age ment; access pro tec tion;
busi ness con ti nu ity

Risk man age ment; supply
chain se cu ri ty; re port ing oblig -
a tions

Se cu ri ty ev i dence for par tic i -
pants; com ple ments CRA and
CER

2.6 Cyber
Resilience Act

Se cu ri ty of prod ucts with
dig i tal el e ments

Man u fac tur ers; im porters;
dis trib u tors

Secure de vel op ment; vul ner -
a bil i ty man age ment; SBOM;
up dates

Se cu ri ty by design; doc u men -
ta tion; re port ing; con for mi ty
as sess ment

SBOM and prod uct ev i dence
ex change able via data spaces;
com ple men tary to NIS2

2.7 AI Act Safe, trust wor thy AI that re -
spects fun da men tal rights

Providers; de ploy ers; actors
in the AI value chain

Data prove nance; log ging;
model and data doc u men ta -
tion

Risk man age ment; data gov -
er nance; trans paren cy; over -
sight

Data spaces sup port ev i dence;
no au to mat ic AI Act com pli -
ance

2.8
Interoperable
Europe Act

Cross-border in ter op er abil i ty
of public ser vices

Public bodies; joint Eu ro pean
gov er nance

Open in ter faces; se man tic
models; reusable so lu tions

In ter op er abil i ty as sess ments;
co op er a tion; reuse

Con nect ing public data spaces
to Gaia-X trust mech a nisms
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Note: The tech ni cal build ing blocks de scribe pos si ble or ob vi ous im ple men ta tion mech a nisms and are not in every case di rect ly re quired by law.
Gaia-X sup ports tech ni cal ev i dence but does not re place a con for mi ty as sess ment spe cif ic to each legal act.

Annex B

Common Regulatory Requirements and Gaia-X
Building Blocks
The fol low ing map ping groups re cur ring re quire ments
from the Eu ro pean legal frame works de scribed in Chap ter
2 and Annex A and com pares them with pos si ble Gaia-X
build ing blocks. It serves as ori en ta tion for de sign ing fed -

er at ed data spaces. The Gaia-X mech a nisms named sup -
port tech ni cal and or gan i sa tion al im ple men ta tion; on their
own they es tab lish nei ther legal com pli ance nor cer ti fi ca -
tion.

Common requirement
Legal frameworks
(Ch. 2) Possible Gaia-X building blocks

Convergence /
interoperability Limits / implementation needs

Identity and
authentication

GDPR (2.1)

eIDAS 2 (2.4)

NIS2 (2.5)

Gaia-X Iden ti ty, Cre den tial and
Access Man age ment (ICAM)

Ver i fi able iden ti ty and or gan i sa -
tion al cre den tials

Uni form ver i fi ca tion of stake -
hold ers and roles

Trust re la tion ships across fed -
er a tions

Iden ti ty cre den tials are not au -
to mat i cal ly eIDAS-qual i fied;
pro tec tion needs and level of
as sur ance depend on the con -
text.

Access rights and
data use

GDPR (2.1)

Data Act (2.3)

DGA (2.2)

ICAM and au tho ri sa tion

Data Ex change Ser vices; ma -
chine-read able terms of use

Role- and pur pose-bound
per mis sions

En force ment of terms of use
at ex change points

Legal bases, statu to ry access
rights and con trac tu al con di -
tions must be re viewed sep a -
rate ly.

Transparency and
verifiable evidence

DGA (2.2)

AI Act (2.7)

Data Act (2.3)

Gaia-X Com pli ance Doc u ment

Trust An chors

Ev i dence/at tes ta tions and cri -
te ria as sess ment

Trace able state ments about
ser vices and stake hold ers

Reusable ev i dence for part ner
re views

Gaia-X com pli ance does not re -
place legal ly re quired audits or
con for mi ty as sess ments.

Cybersecurity and
resilience

NIS2 (2.5)

CRA (2.6)

Trust wor thy iden ti ties and
access con trol

Ver i fi able se cu ri ty at trib ut es of
dig i tal ser vices

Common min i mum re quire -
ments for trust wor thy ser -
vices

Ex change of se cu ri ty-re lat ed
ev i dence

In ci dent re port ing, prod uct se -
cu ri ty, op er a tional re silience
and cer ti fi ca tion have dif fer ent
ad dressees and oblig a tions.

Interoperability and
data portability

Data Act (2.3)

In ter op er a ble
Europe Act (2.8)

Gaia-X Data Ex change Ser vices

Common de scrip tions, in ter -
faces and meta da ta

Fed er at ed data ex change
across or gan i sa tion al bound -
aries

Con nec tiv i ty be tween dif fer -
ent data spaces

Domain data models, sec toral
stan dards and public in ter op er -
abil i ty rules are still re quired in
ad di tion.

Data provenance
and traceability

AI Act (2.7)

GDPR (2.1)

Ver i fi able ev i dence and de scrip -
tions

Trust an chors and doc u ment ed
data flows

Ver i fi ca tion of origin and re -
spon si bil i ties

Reusable chains of ev i dence

Prod uct pass port, AI and data
pro tec tion oblig a tions each re -
quire their own domain con tent
and doc u men ta tion.

Governance and
allocation of roles

DGA (2.2)

GDPR (2.1)

In ter op er a ble
Europe Act (2.8)

Gaia-X com pli ance cri te ria

De scrip tions of roles, par tic i -
pants and ser vices

Trans par ent re spon si bil i ties in
fed er at ed ecosys tems

Common on board ing rules

Statu to ry roles (e.g. con troller,
data in ter me di a tion ser vice) are
not re placed by Gaia-X roles.
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Common requirement
Legal frameworks
(Ch. 2) Possible Gaia-X building blocks

Convergence /
interoperability Limits / implementation needs

Trustworthy digital
services

eIDAS 2 (2.4)

NIS2 (2.5)

CRA (2.6)

Gaia-X Trust An chors

Com pli ance cri te ria for dig i tal
and cloud ser vices

Uni form ver i fi ca tion of ser vice
at trib ut es

Trust-based co op er a tion

Gaia-X cri te ria must be dis tin -
guished from formal EU cer ti fi -
ca tions and qual i fied trust ser -
vices.

As sess ment: There is par tic u lar ly strong over lap in iden ti ty and trust man age ment, access con trol, ver i fi able ev i dence and in ter op er a ble data
ex change. How ev er, the reg u la to ry re quire ments remain cu mu la tive and depend on the re spec tive use case, sector and the role of the stake -
hold er in volved.

Source basis: Chap ter 2, Annex A and the Gaia-X sources [10] to [16] listed in this doc u ment. The map ping is an an a lyt i cal syn the sis, not a bind -
ing in ter pre ta tion of the legal acts.
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